Table of Contents

Chapter1

IROUUCHON N 1 SN U S b s Gresiivsrrosmr iy patinty 13

IISEOIY OF HACKINE e o0 ousnsssinsssbinsisssnpiistmay s bk el 15

RIS HaCKIG 1t AR, | srsrmrenssmnsssssnonrs s ekt i riata 15

ESIVDCOIHACKEIS 17 | | coisisiseissasmsssissnsrsnssmtmmsiivai mmmisss 16

WRIAUISSYSIOMI Y. | oo ioh sl ot issws s onre sy i enunis by 2l

WHRLISIRAAARES T issnmsiisaivsstinmiite st i Aordanraes 22

BBLISHOIE D Tt | mssmasissrssms St st tss 23

Chapter-2

Virtual Box Installation on Windows

WHatIE VIRl Bex: - i+ oo nunmisesn b HRAL IERIGN ) i 27

Kalland Historyiy-- ook BIRG ML ... 32

Kali Linux Installation on Virtual Box Machine ..........ccccovveenunnnnnns 33

Installation Metasploitable 2 on Virtual Box Machine ................ 62

Chapter3

S PRASCSORHBEKIMET  iiisesciebiviuisanivieas s seaabinsrnebansaies 71

(1) ReCONNAISSANCE .vcvvereeerreesssessserssseennsnsessivssassnnnns 72
2 Methods of Information Gathering ........ccevvvciiniivnnnnnnn, 73
Passve InfonMatioN GathEriNG .- s v sussssasssssnnssaseninassornons 73
LT oot o o L S SRS T S S0 Uit c-BA S 74
How to Gather Passive Information Using Tools and Technique.. 75
Active Information Gathering e, 89
How to Gather Active Information Using Tools and Technique ... 89
Ty 1T e E SRS L ST R i 89
Active Information Gathering with Nmap..........cccooennnes o1

(2)  SCRRFIING e o o L i A veesanevinsss 107

Network Based Scanners

Ping Sweep
TCP Scanners

Host Based Scanner
Wireless Scanners
Application Scanners
Database Scanners

(3) GainingAccess
Gaining Access or Exploitation Methodology ...................

Type of System Attack
Whatis Malware ?
Type of Maleware

1. Viruses

2

3. Trojan Horse

© O N ;b

Character

-------------------------------------------------
-------------------------------------------------
-------------------------------------------------
-------------------------------------------------
-------------------------------------------------
.................................................

Loop Virus

----------------------------------------

CDriveData Delete VIrUS.......cccovereirsrnnerneescrnesssnsans
Hatmiess CoOromMIrus: e i3 ol ves el mlidin b

Backdoor

------------------------------------------------------

How to Create Trojan .......ceeevveeereeerennessiseesesienenes

ROOBKIS ... vnonesmesinssnnsnnsbusesissiasiEessaie s ss the s e
S ROUSOMAWRIR. . iaaienesvissnisinsssbssonitspmsensarehncin insizsns
. Keylogger
. Worm ...
. FilelesS MAIWare ........cccevreeiiiieinneeeseennnsssssssseenennns
. Adware .
10.
4 78
32,
13

------------------------------------------------------------

-----------------------------------------------------------

------------------------------------------------------------

----------------------------------------------------------

-------------------------------------------------

109
110
113

116

116
1t7
118
118
119
120
121
121
122
122
123
124
124
126
126
136
136
13/
140
140
140
140
140
141
141

Q)
(5)

14. Browser Hijacker .......ccccooevrvrmmnisrrennnns
150 CHmeNate il ic aniiatiniB iinsaa
16. Malicious Mobile Apps or Mobile Malware
17 RAMISCTADEN i .nvhnsiesionsis asashurmnisonbhnnns

18. Rogue Security Software

19 NCIVOICKING. - iiisnsvmsmassavsisiasssnsinsyass
210 FIVOTIIMIEIWEEE - icsussiinnaiarisasaniimmasininne

21. Phishing

22. Bugs
Maintaining Access
Covering Tracks

Covering Tracks on Local System ...........cccenee.
Covering Tracks on Target Victim System .......

Chapter4

System Hacking Labs

System Hacking Labs with Metasploitable 2

Port 21 FTP Server Exploitation..........cccacuneee.
Port 22 SSH Login Brute-force Exploitation ....

Whatis SSH?

Port 23 Telnet Exploitation ............occcvvieennnnnns
Port 25 SMTP User Enumeration.......ccveeeessanns

Port 80 HTTP Exploitation
What is Meterpreter Session?
Port 139/445 netbios-ssn samba Exploitation
Port 1099 java_rmi Exploitation

Port 1524 Bind Shell Service Exploitation .......

Port 3306 MySQL Server Exploitation
Port 5432 PostgreSQL Exploitation
Port 5900 VNC Service Exploitation

lllllllllllllllllllllllllllllllllllllllllllllllll

-------

----------------

----------------

----------------

----------------

-----------------

-----------------

-----------------

-----------------

-----------

-----------------

-----------------

-----------------

141
141
141
141
142
142
142
142
142
144
154
155

159

171

172
191
192
199
201
210
222
224
227
232
235
241
252

Port 8180 Apache Tomcat Server Exploitation...... ‘ S
Port 2049 NFS Service Exploitation or Privilege Escalation..

Kernel Exploitation and Privilege Escalation......................

Chapter5
Windows 7 Exploitation

Windows 7 Exploitation with Backdoor Malware

Windows 7 Exploitation with CVE-2019-0708
Windows 7 Exploitation with HTA

Chapter 6
Windows 10 Exploitation

Windows 10 Exploitation with Application Trojan

Windows 10 Attack with Virus exe

Chapter7
Android Smart Phone Exploitation

Android Smart Phone Exploitation with Malware Application........

Chapter8
Web Server Attacking
Web Server Attacking with DDoS

Chapter9

Port Forwarding and ngrok

What is Port Forward

Port Forwarding and Harvester Attack

Port Forwarding and Mobile Phone Exploit
The Conclusion of Easy Ways System Hacking
List of Referencing

------------------------

------------------------

256
264

271

283
298
309

316
323

330

338

345
350
857
361
363



