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Sr#
31

311
3k
3:1.3.

32
3.3
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3.5

3.5.1.

3.5.2
3.5.3

3.54.

3.6.
A
3.8.

Sr#
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4.1.1.
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CHAPTER 1: Pen-Test Machine Install [geo&ge:

Description

Kali Linux o3 Install [gjop6[gt:
CHAPTER 2: copoySoeqeopét oopdesonadfgt:

Description

coodeoy sopoyéaseaogod aepiot Lab oopbescnddgt:

Page
19-34

Page
35-50

CHAPTER 3: a8¢oScon:aoeans Terminal Command qp:s€ Bash Shell sacfoppé:

Description
m09:086000 Linux command gpio} eapang:
Locate
Which
Find .

Kali Linux 2§03 Service [opé:
Service Management mgm
Service Boot Persistence
Bash Shell
Basic Knowledge for Bash Shell
ocowed: Bash Program o$o3:ges
o5 Bash Program
[ealon sule] Bash Program
Grep maefopt:
Domain $& Sub=Domain IP 4p:gpeg[§e: s¢ Bash Script

Network :3;035 § Live Host IP gpio? spaggt:

CHAPTER 4: Penetration-Testing 320305 c326¢03 Tool gp:

Description

Kali Linux o Install [good[ge:

NetCat

og)
e wiec

Page
52
52

52
54
54
57
59
59
59
60
63
64
65

67
76

Page
83
83
86
93

6.11.
6.12.
6.13.
6.14.
6.15,
6.16.

Sr#

Va2
73

Sr#
8.1,
8.2.
8.3.
8.4.
8.5.
8.6.

Sr#
9.1,
9.2.
9.3.
9.4
9.5.
9.6.
9.7.

9.7.1.
9.7.2.

SMB Enumeration

Net BIOS Service o Scan woB[gés
Null Session Enumeration

Nmap SMB NSE Scripts

SMTP Enumeration

SNMP Enumeration

CHAPTER 7: ameggSiqpops spogociyoiGt

Description |
Vulnerabilities Scanning

Nmap o Vulnerabilities gpeg[ge:
Ove Voo R

CHAPTER 8: Buffer Overflow

Description
Buffer Overflow 8c5e005
DEP & ASLR
Buffer Overflow Exploit
Buffer Overflow ($942 J)
Buffer Overflow ($¢§2 )

Shell qopfge:

y

CHAPTER 9: Exploit qp:s¢ cobescnfgé:

Description

Exploit 458 :
Kali ¢n8icp Exploit qpiors gpaglgés

oo Exploit
Exploit gqpio3 BobjcRoblgéen
Exploit 320305 Development Environment oopSesonabge:
Exploit Code Language gp:
Shell Code qp:o? [gfa€gt:
Exploit-db 643.c
Exploit-db 646.c

182
183
184
186
189
192

Page
1595
195
198

Page
207
209
210
227
236
262

Page
264
265
266
267
268
269
269
270
274

Sr#
10.1.
10.2.
10.3.
10.4.
10.5.
10.6.
10.6.1

10.7.

Sr#
11.1.
11.2,

Sr#

12.1.
12.2.
12.3.
12.4.
12.6.
12.6.

Sr#

13.1.
13.2.
13.3.
13.4.
13.5.
13.6.
13.7.

CHAPTER 10: @&qﬂﬂu:%&:
Description
Sohench
Anti-Virus ‘-IP %'5003 [et:
oﬁe:m Shell gp:

5:rlpt1ﬂg Language yp:opids File Llp d &gl

. VBS Script [a& File Upload &
10.6.2.

PowerShell 3¢ File Upload
Debug axf5 §Eqpiogralgn:
CHAPTER 11: 0pb8Eg¢ oabaonaé:
Description

Privilege Escalation aBom
Linux > Local Privilege Escalation Exploit sao3dqfaé:
*

CHAPTER 12: Client-Side Attack

Description
Client-Side Attack efox
Passive Client Information Gathering
Active Client Information Gathering
Social Engineering & Client Side Attack
Client-Side Exploit oopbesonoigl:
Java Signed Applet Attack

CHAPTER 13: Web, Application Attack gp:aselompé:

Description
Web Application Attack 8c5e00b
Cross Site Scripting (XS5S)
Reflected XSS attack
Attacking Session Cookie
Persistence XS5 (c-r) Stored XSS
36 :5€ iFrame copd

Cookie qpipé Session Infnrmahnn qpuﬁ uiﬁ&
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277
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278
280
282
285
285
287
289

Page
292
292

Page
301
302
302
303
305
308

Page
312
312
314
316
316
320
322

13.8. Fule Inclusion Vulnerabilities
13.9. Local File Inclusion (LFI)
13.10. Contamination Log File
13.11. LFI ¢ Code Execution o3
13.12. Remote File Inclusion (RFI)

13.13. MySQL $§ SQL Injection
13.13.1.5QL Injection in DVWA (Low Level Security)

13.13.2.5QL Injection in DVWA (Medium Level Security) & Burp Suite Beginning

13.13.3.5QL Injection in DVWA (High Level Security)

13.13.4.Blind SQL Injection & SQL Map \
CHAPTER 14: Password Attack qp:o aopoonfg:
Sr# Description

14.1. Brute-force Attack 320305 [§€eo€fgt:

14.1.1, Password Dictionary File

14.1.2. Key-space Brute-force

14.2. Pwdump $& Fadump saclopé:
14.3. Windows Credential Editor{WCE)
14.4. John, The Ripper

14.5. Password Profiling

325
326
328
329

331
333
336
343
345

Page
350
350
351
353
354
355
356

CHAPTER 15: Online Password Attack qp:$ Password Cracking Tool qprascfopé:

Sr# Description
15.1. Online Password Attack upa0pb

15.2. Hydra n;nn@ﬁ

15.3. n?v?: eoponfgl:

15.4. 200B3coniqeed Account Lookup § Log Alert gpiaaclopé:
15.5. ghon§aeann Protocol cgrgudfat:

15.6. Password Hashes Attack l-pﬂ?@ﬂ&

15.6.1. Password Cracking

15.7. Rainbow Table gp:odacpomnigl:

Page
358
358
361
362
363
363
364
365

CHAPTER 16: Port Redirecting & Tunneling

Sr# Description
16.1. Port Redirect § Tunnel secfoypé:

16.2. Port Forwarding / Redirecting

16.3. SSH Tunneling saclpt:

16.3.1. Local Port Forwarding

16.3.2. Remote Port Forwarding

16.4. Dynamic Port Forwarding

16.5. HTTP Tunneling

CHAPTER 17: Metasploit Framework o ecoomfgés

Sr# Description
17.1. Metasploit Framework

17.2.  User Interfaces

17.3.  MSF Syntax 4pxh cooamigls

17.3.1. Auxiliary Modules

17.4. FTP Brute-force

17.5. Metasploit Database Access

17.6, Exploit Modules

17.7. Metasploit Payloads

17.7.1. Staged & Non-Staged Payloads

17.7.2. Meterpreter Payioads

17.7.3. Meterpreter Command g3 Gogooofgs

CHAPTER 18: Anti-Virus yptof aonffgod(gt: $& VIM

\
Sr# Description
18.1.  Anti-Virus upooph
18.2. Payload of Encode fgopdlgés
18.3. VIM o} ecpanfgl:

367
367

370
N
3N
372

Page
375
375
378
378
384
385
387

391
392

Page

402
403

Sr#

19.1.
19.2.
19.3.
19.4.

Sr#

20.1.
20.2.
20.3.
204.
20.5.
20.6.

CHAPTER 19: Android Hacking
Description

etmv::{l.nc.li!ruﬂetwk}
puwn - | (Wide Area Network)

e

CHAPTER 20: §sqgbocgrogfat:

Description
BqoSaaco0 aaonbiquyfgh:
Scan
Privilege Escalation $§ Backdoor copdogtias:
VPN sabdafals
000560, aephospap:

Grade 3 Hacking "Hacking goBaanl” 02apBancch osaboras

434



